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<>The Definitive Guide to Quantifying, Classifying, and Measuring Enterprise IT Security Operations

 
Security Metrics is the first comprehensive best-practice guide to defining, creating, and utilizing security
metrics in the enterprise.
 
Using sample charts, graphics, case studies, and war stories, Yankee Group Security Expert Andrew Jaquith
demonstrates exactly how to establish effective metrics based on your organization’s unique requirements.
You’ll discover how to quantify hard-to-measure security activities, compile and analyze all relevant data,
identify strengths and weaknesses, set cost-effective priorities for improvement, and craft compelling
messages for senior management.
 
Security Metrics successfully bridges management’s quantitative viewpoint with the nuts-and-bolts approach
typically taken by security professionals. It brings together expert solutions drawn from Jaquith’s extensive
consulting work in the software, aerospace, and financial services industries, including new metrics
presented nowhere else. You’ll learn how to:
 
• Replace nonstop crisis response with a systematic approach to security improvement
• Understand the differences between “good” and “bad” metrics
• Measure coverage and control, vulnerability management, password quality, patch latency, benchmark
scoring, and business-adjusted risk
• Quantify the effectiveness of security acquisition, implementation, and other program activities
• Organize, aggregate, and analyze your data to bring out key insights
• Use visualization to understand and communicate security issues more clearly
• Capture valuable data from firewalls and antivirus logs, third-party auditor reports, and other resources
• Implement balanced scorecards that present compact, holistic views of organizational security effectiveness
 
Whether you’re an engineer or consultant responsible for security and reporting to management–or an
executive who needs better information for decision-making–Security Metrics is the resource you have been
searching for.
 
Andrew Jaquith, program manager for Yankee Group’s Security Solutions and Services Decision Service,
advises enterprise clients on prioritizing and managing security resources. He also helps security vendors
develop product, service, and go-to-market strategies for reaching enterprise customers. He co-founded
@stake, Inc., a security consulting pioneer acquired by Symantec Corporation in 2004. His application
security and metrics research has been featured in CIO, CSO, InformationWeek, IEEE Security and Privacy,
and The Economist.
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From reader reviews:

Robert Stewart:

What do you ponder on book? It is just for students because they are still students or the idea for all people in
the world, exactly what the best subject for that? Just you can be answered for that query above. Every
person has distinct personality and hobby for each and every other. Don't to be obligated someone or
something that they don't want do that. You must know how great and important the book Security Metrics:
Replacing Fear, Uncertainty, and Doubt. All type of book is it possible to see on many sources. You can look
for the internet methods or other social media.

Kenny Grant:

Hey guys, do you wants to finds a new book to study? May be the book with the subject Security Metrics:
Replacing Fear, Uncertainty, and Doubt suitable to you? The particular book was written by well known
writer in this era. Typically the book untitled Security Metrics: Replacing Fear, Uncertainty, and Doubtis the
one of several books that will everyone read now. This kind of book was inspired many people in the world.
When you read this e-book you will enter the new age that you ever know prior to. The author explained
their concept in the simple way, so all of people can easily to be aware of the core of this e-book. This book
will give you a large amount of information about this world now. To help you see the represented of the
world with this book.

Jacob Smith:

Spent a free time to be fun activity to do! A lot of people spent their down time with their family, or all their
friends. Usually they accomplishing activity like watching television, planning to beach, or picnic in the
park. They actually doing same every week. Do you feel it? Do you need to something different to fill your
personal free time/ holiday? Could possibly be reading a book might be option to fill your free time/ holiday.
The first thing you will ask may be what kinds of reserve that you should read. If you want to try out look for
book, may be the guide untitled Security Metrics: Replacing Fear, Uncertainty, and Doubt can be fine book
to read. May be it is usually best activity to you.

Johnny Hoffman:

Beside this specific Security Metrics: Replacing Fear, Uncertainty, and Doubt in your phone, it can give you
a way to get more close to the new knowledge or info. The information and the knowledge you will got here
is fresh in the oven so don't end up being worry if you feel like an old people live in narrow village. It is
good thing to have Security Metrics: Replacing Fear, Uncertainty, and Doubt because this book offers to you
readable information. Do you at times have book but you rarely get what it's about. Oh come on, that will not
happen if you have this in your hand. The Enjoyable arrangement here cannot be questionable, such as
treasuring beautiful island. So do you still want to miss this? Find this book and also read it from now!
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