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When most information security professionals think about threats to their networks, they think about the
threat of attackers from the outside. However, in recent years the number of computer security incidents
occurring from trusted users within a company has equaled those occurring from external threats. The
differenceis, external threats are fairly well understood and almost all companies utilize tools and
technology to protect against those threats. In contrast, the threats from internal trusted employees or partners
are often overlooked and much more difficult to protect against.

Network Admission Control (NAC) is designed to prohibit or restrict access to the secured internal network
from devices with a diminished security posture until they are patched or updated to meet the minimum
corporate security requirements. A fundamental component of the Cisco® Self-Defending Network
Initiative, NAC enables you to enforce host patch policies and to regulate network access permissions for
noncompliant, vulnerable systems.

Cisco Network Admission Control, Volume I, helps you understand how to deploy the NAC Framework
solution and ultimately build a self-defending network. The book focuses on the key components that make
up the NAC Framework, showing how you can successfully deploy and troubleshoot each component and
the overall solution. Emphasisis placed on real-world deployment scenarios, and the book walks you step by
step through individual component configurations. Along the way, the authors call out best practices and tell
you which mistakes to avoid. Component-level and solution-level troubleshooting techniques are also
presented. Three full-deployment scenarios walk you through application of NAC in asmall business,
medium-sized organization, and large enterprise.

“To successfully deploy and troubleshoot the Cisco NAC solution requires thoughtful builds and design of
NAC in branch, campus, and enterprise topologies. It requires a practical and methodical view towards
building layered security and management with troubleshooting, auditing, and monitoring capabilities.”
—Jayshree V. Ullal, Senior Vice President, Datacenter, Switching and Security Technology Group, Cisco
Systems®

Jazib Frahim, CCIE® No. 5459, is a senior network security engineer in the Worldwide Security Services
Practice of the Cisco Advanced Services for Network Security team. Heis responsible for guiding customers
in the design and implementation of their networks with afocus on network security.



Omar Santosis a senior network security engineer in the Worldwide Security Services Practice of the Cisco
Advanced Services for Network Security team. He has more than 12 years of experience in secure data
communications.

David White, Jr., CCIE No. 12,021, has more than 10 years of networking experience with afocus on
network security. Heis currently an escalation engineer in the Cisco TAC, where he has been for more than
Six years.

- Effectively deploy the Cisco Trust Agent

- Configure Layer 2 IP and Layer 2 802.1x NAC on network access devices

- Examine packet flow in a Cisco I0S NAD when NAC is enabled, and configure Layer 3 NAC on the NAD

- Monitor remote access VPN tunnels

- Configure and troubleshoot NAC on the Cisco ASA and PIX security appliances

- Install and configure Cisco Secure Access Control Server (ACS) for NAC

- Ingtall the Cisco Security Agent Manage-ment Center and create agent kits

- Add antivirus policy serversto ACS for external antivirus posture validation

- Understand and apply audit serversto your NAC solution

- Useremediation servers to automatically patch end hosts to bring them in compliance with your network
policies

- Monitor the NAC solution using the Cisco Security Monitoring, Analysis, and Response System (MARS)

This security book is part of the Cisco Press® Networking Technology Series. Security titles from Cisco
Press help networking professionals secure critical data and resources, prevent and mitigate network attacks,
and build end-to-end self-defending networks.
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From reader reviews:
David Pdll:

With other case, little individuals like to read book Cisco Network Admission Control, Volume ll: NAC
Framework Deployment and Troubleshooting. Y ou can choose the best book if you appreciate reading a
book. So long as we know about how is important any book Cisco Network Admission Control, Volume I1:
NAC Framework Deployment and Troubleshooting. Y ou can add knowledge and of course you can around
the world by way of abook. Absolutely right, because from book you can recognize everything! From your
country until finally foreign or abroad you will be known. About simple point until wonderful thing you may
know that. In this era, we can open a book or searching by internet device. It is called e-book. Y ou can use it
when you feel bored stiff to go to the library. Let's examine.

VerlaFoster:

What do you think about book? It is just for students because they're still students or the item for al people
in the world, what the best subject for that? Just simply you can be answered for that question above. Every
person has different personality and hobby for each other. Don't to be forced someone or something that they
don't desire do that. Y ou must know how great in addition to important the book Cisco Network Admission
Control, Volume Il: NAC Framework Deployment and Troubleshoating. All type of book are you able to see
on many resources. Y ou can look for the internet methods or other social media.

Ariane Swanson:

What do you in relation to book? It is not important along? Or just adding material when you really need
something to explain what yours problem? How about your extratime? Or are you busy man or woman? If
you don't have spare time to do others business, it is give you a sense of feeling bored faster. And you have
time? What did you do? Every person has many questions above. They should answer that question simply
because just their can do that. It said that about publication. Book is familiar in each person. Yes, it isright.
Because start from on pre-school until university need that Cisco Network Admission Control, Volumelll:
NAC Framework Deployment and Troubleshooting to read.

Kathe Waller:

A lot of people always spent their free time to vacation as well as go to the outside with them loved ones or
their friend. Were you aware? Many alot of people spent they will free time just watching TV, or even
playing video games all day long. If you need to try to find a new activity hereislook different you can read
any book. It isreally fun to suit your needs. If you enjoy the book that you read you can spent the whole day
to reading a publication. The book Cisco Network Admission Control, Volume II: NAC Framework
Deployment and Troubleshooting it is quite good to read. There are alot of those who recommended this
book. They were enjoying reading this book. When you did not have enough space to develop this book you
can buy the e-book. Y ou can mOore simply to read this book through your smart phone. The price is not to



fund but this book has high quality.
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